Department of Defense

DIRECTIVE

August 20, 1990
NUMBER 3222. 3

SUBJECT : Departnent of Defense El ectromagnetic Conpatibility
Program (EMCP)

Ref er ences: (a) DoD Directive 3222.3, “Department of Defense

El ectromagnetic Conpatibility Program”
July 5, 1967 (hereby cancel ed)

(b) DoD Directive 5160. 57, “Electronagnetlc
Conpatibility AnaIyS|s Center (ECAC),"
Sept enber 23, 1966 (hereby cancel ed)

(c) DoD Directive 4120.3, “Defense Standardization
and Specification Program," February 10, 1979

(d) DoD Directive 4650.1, *“Managenent and Lbe of
t he Radi o Frequency Spectrunl” July 24, 1987

(e) DoD Directive G 3222.5, “Electronagnetic
Conpatibility (EMC) Managenent Program for
SIGINT Sites (U),” April 22, 1987

(f)  “Manual of Regul ations and Procedures for
Federal Radi o Frequency Managenent,” aut hor-
i zed by U. S, Departnent of Conmer ce, May
1989 Edition (wth reV|S|ons for Septenber
1989 and January 1990)1

A.  REI SSUANCE AND PURPOSE

This Directive reissues reference (a) to:

. Pdate DoD policy on an integrated EMCP to ensure EMC
of aII itary electronic and tel ecommuni cati ons equipments,
subsystens and systens during their conceptual, design, acqui-
sition, and operational phases.

2.  Assign specific and joint responsibilities to DoD
Conponents for |eadership in the follow ng EMCP areas:

a. Data base and analysis capability.
b. Standards and specifications.

c. Education for EMC

d. Design.

lavailable through the U.S. Departnent of Conmerce, National
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e. Doctrine, tactics, techniques, and procedures.
f. Operational problens.
9« Test and validation.

3. Provide the followng EMCP objectives:

a. Achievenent of EMC of all electronic and el ectrical
equi pments , subsystens, and systens that are produced and oper-
ated by DoD Components. Operational conpatibility wth the
equi prent, subsystem or systens when used in their intended
environnent is part of, and the main focus of, that objective.

b. Attainnment of built-in design conpatibility instead
of after-the-fact renedial neasures.

c. Fostering of common DoD-w de phil osophies, ap-
proaches, and techniques in the design, production, test, and
operation of mlitary teleconmunications equipnments.

4, Incorporate DoD Directive 5160.57 (reference (b)) into
this Directive to specify the functions, responsibilities,
operational relationships, and fiscal arrangenEnts for the ECAC.

B. APPLICABILITY

This Directive applies to the Ofice of the Secretary of
Def ense (0sSD); the MIlitary Departnents; the Chairman, Joint
Chiefs of Staff and Joint Staff; the Unified and Specified
Commands; the Inspector CGeneral, Departnent of Defense (IG,
DoD); the Defense Agencies; and the DoD Field Activities (here-
after referred to collectlvely as “DoD Conmponents”). The term
“Mlitary Services,” as used herein, refers to the Army, Navy,
Al r Force, and MAr i ne Cor ps.

C. DEFI NI TI ONS

1. Electromagnetic (EM Conpatibility (EMC). The ability
of tel ecommuni cations equi pnents, subsystens, and systens to
operate in their intended operational environnents wthout
suffering or causing unintentional unacceptabl e degradation
because of EM radiation or response.

2. Tel ecommuni cation. Any transm ssion, em ssion, or
reception of signs, signals, mmltlngs | mages, sounds, or
I nformation of any nature by wire, radio, visual, or other
EM syst ens.

D. POLI CY

1. Policy guidance for the EMCP and the ECAC shall be pro-
vided jointly by the Assistant Secretary of Defense (Command,
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Control, Conmunications, and Intelligence) (ASD(C3I)) and the
Chai rman, Joint Chiefs of Staff (cJcs), or designees.

2. EMCP applies to the conceptual, design, acquisition,
and operational phases for all mlitary electronic and tele-
conmuni cati ons equi pnments, subsystenms, and systems. The EMCP
i ncl udes the follow ng areas:

a. Data Base and Analysis Capability. Acquisition of
effective data bases and mathenatical and statistical tools for
EM anal ysis of any tel ecomunications conponent, circuit, equip-
ment, subsystem system environnment, concept, or doctrine and
the ability to apply those tools to predict, prevent, and cor-
rect inconpatibilities. That shall require:

(1) A DoD-wi de data collection and verification
plan to ensure conplete and current data bases adequate to
descri be any probable tel ecomunications environment in suffi-
cient technical and operational detail.

_ (2) Common data processing and anal ytical tech-
niques to provide rapid and tinmely sunmaries of data and analy-
ses of equipnments within known or expected environments, Site
sel ection and eval uation, analyses of concepts and doctrine for
the use of telecommunications equi pment in support of mlitary
operations, and solution of existing EM operational problens.

b. St andards and Specifications

(1) Adequate and useful mlitary standards and
specifications for design, devel opnment, procurenent, production,
test, and neasurenent related to EMC shall be developed. Retro-
fits, nmodifications, and upgrades of fielded tel ecomunications
equi pments, systens, and subsystens shall be subject to that
process, consistent with projected nodification costs and
expected operational life of the equipnment or system and shall
be done in accordance with DoD Directive 4120.3 (reference (c)).

(2) Adherence by all DoD Conponents to all DoD EMC
st andards and specifications shall be mandatory for the applica-
bl e operational telecommunications equi pnents, subsystens, and
systens, unless duly waived.

_ (3) Where required standards and specifications
for EMC either do not exist or need correction, they shall be
devel oped or updated pronptly.

(4) Authority for waiver control over any of the
EMCP standards and specifications shall rest at a |evel deter-
m ned by the DoD Conponent concerned. That authority shall be
del egated wth careful discretion to prevent evasion of the EMC
standards and specifications. Notification of all waiver ac-
tions nust be provided concurrently to the CICS, or designee of



EMCP i ssues, for review and nmai ntenance of records.

c. Measurenent Techniques and Instrunentation. DoD
Conponents shall maintain the capability to determ ne EM inter-
ference (EM) effects and verify EMC through neasurenent. Basi c
el ectronic and el ectrical engineering tools and automated nea-
surenent techniques, rather than special purpose instrunenta-
tion, shall be used when avail abl e.

d. Education for EMC. Awareness of the effects of EMC
deficiencies on the part of all DoD personnel concerned wth
the design, devel opment, production, test, operational use, and
mai ntenance of mlitary electronic and tel ecomruni cations
equi pnent shall be attained through:

(1) Training of designers and engineers in the
desi gn and production nethods and techni ques for achieving EMC

(2) Training of operating and maintenance personnel
in field techniques to optimze EMC

(3) Enphasis on EMC considerations as a portion of
basic electronic and el ectrical engineering techniques.

(4) Inclusion of EMCP within the training curric-
ula for acquisition nanagers.

e. Design. Enphasis shall be placed on designing
systems, from their conception, to achieve desired EMC perform
ance levels. Systemdesign requires the selection of those
techni ques, circuits and conponents during the research, devel -
opnent, test, and eval uation (RDT&E) phases necessary to achieve
conpati bl e system operati on.

f. Doctrine, Tactics, Techniques, and Procedures. EM
and EM factors in the field enploynment of telecomunications
equi pnents, subsystens, and systems shall be considered in the
devel opment of doctrine, tactics, techniques, and procedures.

To mnimze the inpact of EM factors shall require:

(1) Analysis for EMC of all current and proposed
doctrine, tactics, techniques, and procedures in the earliest
Bossible timeframe to ensure that t hey shall not be invalidated

y degradation of sensors or communications equi pnent from
mut ual or external interference.

(2) Consideration of EMC factors in war-gamng to
ensure awareness of the total EMenvironnent in the evol ution of
new doctrine, tactics, techniques, and procedures.

9° Operational Problens. Developnent of a capability
for detecting, reporting, solving, and correcting current tinme-
frame operational EMC problens shall require:
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_ (1) Procedures for detecting and channels for
reporting EM I nconpatibilities and EM, which degrade conbat
efrectiveness in the field.

_ ~ (2) Application of existing neasurenment and anal y-
sis techniques to identify the sources of the problens and
determ ne corrective action.

_ (3) Procedures for rapid inplenentation of required
corrective action.

h. Test and Validation. Field engineering test facil-
Ities and testln? In the Intended operational environnents are
required to verify predicted performance and to establish confi-
dence in EMC design, based on standards and specifications, and
I n EMC anal ysi s met hodol ogy, thus providing:

(1) Problem paraneter neasurenents.

_ (2) Evaluation of EMC analysis and predictions in
appropriate (real or enulated) environnments.

E.  RESPONSI BI LI TI ES

1. The Assistant Secretary of Defense (Conmmand, Control,

Communi cations, and Intelligence) (AsD(c31)) and the Chairnman,
Joint Chiefs of Staff (cJgcs), or designees, shall be respon-
sible, jointly, for:

a. Oversight of the EMCP.
b. Providing policy guidance and direction to the ECAC.

c. Providing specific direction, as necessary, to
ensure a well-coordinated and current EMCP.

d.  Reviewng ECAC S EMCP plan for providing EMC
anal ysis capabilities and use of the EMC data bases, annually,
and, 1f required, designating DoD Conmponents to carry out
specific requirements of that plan.

e. Ensuring that adequate data base and analysis
support is provided by the ECAC to the DoD Conponents having
those responsibilities. The functions of frequency nanagenent
have a strong influence on operational conpatibility, and
requi re data base and anal ysis support. DoD Directive 4650.1
(reference (d)) assigns responsibilities in this area.

2.  The Chairman, Joint Chiefs of Staff (cJcs), or designee,
shall be responsible for:

~a. Collection of information for EMC data bases. Those
collection efforts should especially consider EMC program needs



for spectrum signatures, characteristics, |ocations, and operat-
ing plans for newly fielded or nodified systens.

b. Subm ssion of doctrine, tactics, techniques, and
procedures for joint operations to the ECAC for analysis of EMC

| mpact .

c. Developing and inplenenting procedures and channels
for detecting and reporting current joint operational EMC and
EM probl ens.

3. The Director, Electronagnetic Conpatibility Anal ysis
Cent er (ECAC), shall be responsible for:

a. The DoD joint EMC programthat shall include:

(1) Devel opnent and mai nt enance of a coordi nat ed
plan for providing EMC anal ysis capabilities and use of the EMC
data bases.

(2) Devel opnent, maintenance, and distribution of
EMC data bases and EMC anal ysi s nodel s.

(3) Providing technical and/or operational EMC
anal ysis support to the AsSD(C3I), the CICS, and the Mlitary
Communi cati ons El ectroni cs Board (MCEB).

b. The sponsored EMC programthat shall incl ude:

(1) Providing EMC anal ysis on a reinbursabl e basis
to DoD Conponents devel opi ng or operating tel ecomruni cations
equi pnment .

(2) Providing EMC anal ysis on a reinbursabl e basis
to other departnments of the U S. Governnent and to others, as
aut hori zed by the ASD(C3I) (e.g., foreign governnments and
| ndustry under contract to the U S. CGovernnent).

NOTE :  In furtherance of that sponsored program the
ECAC i s authorized to communicate directly
wth all of the DoD Conponents and other non-
DoD activities.

4. The Secretary of the Air Force shall:

a. Be designated as the admnistrative agent for ECAC

b. Program budget, and finance the joint EMC program
at the ECAC, described in paragraph E.3.a., above. The joint
EMC progran1budget and changes to the joint EMC program budget
(e.g., reprogramm ngs) shall be coordinated with the ASD(C3I)
and the cJcs, or desi gnees.
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c. Appoint the Drector, ECAC, who shall be a Col onel,
subj ect to approval by the asp(c31i) and the CICS, or designees.

5. The Secretaries of the MIlitary Departnents shall:

a. Provide a suitably qualified field grade officer to
serve as a Deputy Director, ECAC. The responsibilities of the
Deputy Directors at ECAC are to:

(1) Assist the Director, ECAC, in providing quality
EMCP support to all users.

(2) Mnitor the status of Service-related projects.

_ (3) Assist the spectrum nmanagenent offices of each
respective Service.

b. Provide such personnel to ECAC, as designated for
that Service by the Joint Staff Table of D stribution (JTD).

6. The Director, National Security Agency (NSA), shall be
responsible for the signals intelligence (SIGINT) portions of
the EMCP, as assigned by DoD Directive C3222.5 (reference (e)).

7.  The Heads of DoD Conponents shall be jointly responsible
for |eadership 1n each of the follow ng EMCP areas:

a. Data Base and Analysis Capability

(1) Ensuring that ECAC data bases are conplete
and current for equipnents, subsystens, and systens that are
acqui red, devel oped, or operated by their respective DoD
Conponent s.

(2) UBing ECAC capabilities maxinally, rather than
devel opi ng duplicate data bases or EMC analysis tools. The need
for separate data bases shoul d decrease as communications be-
tween data processing systens inprove.

(3) Devel oping new data bases and anal ytical tech-
ni ques when required for intra-pDob Conponent problens that, wth
m ni mrum nodi fi cation, may be exchanged with and used by the DoD
Conponent s.

b. St andards and Specifications

(1) Devel oping and nmintaining a conplete range
of conponent, circuit, equipnent, subsystem and system EMC
standards. Related standards for(fredlction, measurenment, and
validation of EMC shall be included.

(2) Ensuring that all specifications for tele-
conmuni cations equi pnment cite appropriate EMC ' standards.



C. Educati on for EMC

(1) Ensuring that properly bal anced enphasis on EMC
is included in all formal courses in design, maintenance, and
operation of tel ecommunications conponents, circuits, equipnent
subsystens , and systens conducted within their organization.

(2) Maintaining current handbooks describing the
nost effect: ve techniques for neeting the standards for EMC
Adoption of other DoD Conponent handbooks, which are adequate,
| S encouragid.

(3) Ensuring adequate participation by appropriate
menbers of their staff in synposia, conferences, and other pro-
fessional activities of the industry organizations and techni cal
societies concerned with EMC and el ectroni c engi neering.

d. Design. Enphasizing EMC in RDT&E of teleconmuni -
cations equi pnents subsystens, and systenms and ensuring ex-
change of information regarding results of those efforts.

e. Doctrine, Tactics, Techniques, and Procedures

Provi di ng proper EMC-inpact consideration in the fornulation of
their intra-DoD Conponent doctrine, tactics, techniques, and
procedur es.

f. Operational Problens. Developing and inplenenting
procedures and channels for detecting, reporting, solving, and
correcting their intra-bDoD Conponent operational EMC probl ens.
They shall provide feedback fromthat to the standards, design,

concepts, and doctrine, and educational and anal ytical elenents
of the EMCP.

9« Test and Validation

(1) Devel opnent of individual procedures and, as
appropriate in the devel opnent of an inter-DoD Conponent
coordinated plan for test and validation in support of the EMCP.

(2) Exam ning and supporting test validation of the
EMC performance of their various tel econmunications equi pments
in joint operational environnments as specified by the cJcs, or
designee. This involves a dedicated effort in understanding

?nd/or verifying the equipnents’ performance due to EMC and EM
actors.

F.  RELATI ONSHI PS

1. Oher Governnent Agencies and the G vilian Community
EMC problenms are common to all users of the EM spectrum A
successful program nust consider and serve all who use tele-
communi cations equipment. Wthin the constraints of national
security, and fund or facility availability, the capabilities
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attained under this EMCP may be nmade avail able to non-DoD
Conponents; e.g., the National Telecomunications and Infor-
mat 1 on Adm nistration (NTIA), the Federal Comuni cations
Commi ssi on ﬁFCC), and ot her CGovernnment Agencies; the Inter-
nati onal Tel ecommunications Union (ITU); and the civilian
conmmunity. The “Manual of Regulations and Procedures for
Federal Radio Frequency Managenent” (reference (f)) gives

the interrelationshi ps anong the Departnent of Defense, NTIA,
FCC and | TU.

2. Electronic Counterneasures (EcM), Electronic Counter-
Count erneasures ( ECM) . Electronic Conbat (EC), EM effects,
EM Pul se (EMP), and Radiation Hazards (RADHAZ) Programs. IhoSe
prograns are specific aspects of the use of or defense agai nst
effects of EMradiations. Their existence, as separate pro-
grans, is predicated on either mlitary requirenents or on
overriding urgency due to danger to personnel. As the EMCP
progresses, it should augment, be used by, and, in sone in-
stances, be integrated with those prograns. Advances in EMC
that are based upon basic advances in EM technol ogy should be
shared anong apBIicabIe prograns. As a mninmum other DoD
prograns shall be so conducted that equi pnents and systens de-
vel oped for their special purposes shall neet all applicable
EMC standards of conventional telecomunications equipnents,
subsystens, and systens. The EMC community should be alert
al so for techniques devel oped in other prograns that have
general application (i.e., ECCM techniques that may al so be
effective against unintentional interference).

G. EFFECTIVE DATE

This Directive is effective Imediately.

c"_“;;.,:________' -
Ut (Ot
Donald J. Atwood
Deputy Secretary of Defense



